UHdopmauus, Heobxogumas ana aKkcnnyatauum aKk3emnnspa

nporpaMMHoOro o6ecrneyeHusi, npeaocTaBreHHOro ons

npoBeAeHUs1 IKCNEePTHON NPOBEPKU

1 CocTaB MHCTaNNALUWOHHOrO nakeTta

B cocraB uHCTa)uIIIMOHHOrO mnakera mnporpaMmMbl «Peraspera ESB» BXoauT MHCTALISATOP, KOTOPBIN
YCTaHABIIMBAET yKa3aHHOE B HIDKENpHUBeaeHHOH Tabnuie (Tabmuna 1) ceoboano pacmnpocrpansemoe 10,

HeoOxonumoe i pyHKIHOHMpOoBaHUs mporpammbl «Peraspera ESBy.

Tab6anna 1 — CocTaB HHCTAIVIIIMOHHOIO NakeTa nporpammsbl «Peraspera ESB»

Ne Hoxcucrema CBo0Ooano pacnpocrpansiemoe I10 | Haznauenne

1 [Toacucrema cbopa, Kafka Connect Obecrnieuenue coopa u
npeoOpa3oBaHusl U Kafka REST JOCTaBKHU JAaHHBIX
MHTETPaLUH TAHHBIX Schema Registry

2 [ToacucTema MOTOKOBOM KSQLDB Obecneuyenune
00paboOTKH JaHHBIX B3aUMO/ICHCTBHE

KOMITOHEHT

3 [Moacucrema ynpasnenus | Kubernetes Dashboard OGecrieueHne
OpKecTpaIiei Kubernetes Metrics Service OPKECTpAIUH CEPBHCOB

4 [Moacucrema Keycloak Ooecnicuenue
UH(POPMALIMOHHOM MH(POPMALMOHHOM
0e30MacHOCTH 0e30macHOCTH

5 [Moacucrema XpaHeHHsI Rook Ceph Pacnpenenennoe
JAaHHBIX Apache Zookeeper XPaHUIIUIIE JaHHBIX

Apache Kafka

6 IMoncucrema Kafka Ul O0ecnieuenue

MOHHMTOPHHTA CMAK MOHHUTOPHHTA

2 TpeboBaHuA K KBanudmkaumm cneumanmcTa, BbINOJIHAIOLEro

ycTtaHoBKY [lporpammbi

Crnenuanict no/bkeH uMeTh HaBbiku pabotel ¢ OC Linux(Ubuntu), Docker, Kubernetes, mporokon

6esonmacuoctu OIDC (OpenlID Connection).




3 TpeboBaHusa K 060pyaOBaHUIO

MuHuMalbHBIE TPEOOBaHUS K OOOPYIOBAHUIO I WHCTAUISIUN W (QYHKIMOHUPOBAHUS MPOTPAMMBI
«Peraspera ESB»:
1) Hns  ¢yHKuMoHupoBaHus  y3i0B mporpammbl  «Peraspera ESB», HeoOxommmo

o0opyoBaHre, XapaKTEPUCTHKH KOTOPOro TMpuBeneHbl B TaOimmax (Tabmwma 2,

Tabnuua 3).
Tadauna 2 — TpeGoBaHusA K cpee YCTAHOBKH
BruiaesienHoe O0BeMm KoJi-Bo sinep Koa-o
HanmenoBanme y3ia npoueccopa | KOHTPOJLJIEPOB
NMPOCTPAHCTBO namMsaTu (CPUs) (NICs)
kubernetes-master-01 300 GB 8 GB 8 1
kubernetes-master-02 300 GB 8 GB 8 1
kubernetes-master-03 300 GB 8 GB 8 1
perasp-nodel 300 GB 24 GB 8 1
perasp-node2 300 GB 24 GB 8 1
perasp-node3 300 GB 24 GB 8 1
perasp-node4 300 GB 32 GB 12 1
perasp-node5 300 GB 32 GB 12 1
perasp-node6 300 GB 32 GB 12 1
Ta6anna 3 — TpeGoBanus k ¢gusnyecKkuM cepsepam
Kou-Bo Kou1-Bo
HanmenoBanme Breigesiennoe Oo6bem saep KOHTDO/LICDOR
cepBepa NMPOCTPAHCTBO namMsT npoieccopa II\)II Cs P
(CPUs)

perasp-esh-01 300 GB 8 GB 8 2
perasp-esb -02 300 GB 8 GB 8 2
perasp-esh-03 300 GB 8 GB 8 2
perasp-esh-04 300 GB 24 GB 8 2
perasp-esh-05 300 GB 24 GB 8 2
perasp-esb-05 300 GB 24 GB 8 2
perasp-esh-05 300 GB 32GB 12 2
perasp-esh-05 300 GB 32GB 12 2
perasp-esh-05 300 GB 32GB 12 2

4 TpebGoBaHUA K CUCTEMHOMY NMpPOrpamMmMHOMYy obecrne4yeHuto

TpeOoBanusi, mpeabsBISEMble K CHCTEMHOMY IPOTPAaMMHOMY OOECIICYCHHUIO Uil YCTAHOBKH H
skcruryaranuu [Iporpammer «Peraspera ESBy:
- ubuntu cepsep 18.04 u BrIIIIE,

- docker 19.03.2 u BhIIIC,

- kubernetes 1.18.4 u BbIIIE



5 TlMopsaoK ycTaHOBKU

Jlnst ycranoBku nporpammel «Peraspera ESBy Heob6xonumo:

Ha o6opynoBanuu, COOTBETCTBYIOLIEM TPEOOBAHUSAM, IPUBEICHHBIM B ITYHKTE 3.
1) Passepuyts OC.
2) Co3pmaThb KiIacTep MallyH.
3) VYcranouth Kubernetes sepcuu He Hike 1.18.4.

4) 3arpy3uth 1o cceuike https://disk.yandex.ru/d/rm6LcSobcOgckw u pacmakoBath apXuB €

nuctpuOyTuBoM (Habopom MarudecroB Kubernetes) B mobyio ya1o0Hy0 AUPEKTOPHIO;
5) Hacrtpouts Mmanudectsr Kubernetes, ckoppekTupoBas mpu HEOOXOAMMOCTH B HUX 3HAYECHHSI 10
ymoruanuio (cM. Tabmwuma 5).
6) VYcranouts Manudectsl u HacTpouts ROOK Ceph.

7) Y CcTaHOBUTH OCTAILHEIC MaHI/I(i)eCTBI, HaCTPOCHHLIC HA HIare 5


https://disk.yandex.ru/d/rm6LcSobcOqckw

Tab6auua 4 — 3HayeHHs 10 YMOJTYAHUIO HACTPauBaeMbIX napamMeTpoB nporpammsl «Peraspera ESB»

Ne

| HNms napamerpa

| 3HadyeHHe MapamMeTpa

| Onmcanne rpynns napamerpos

confluent.yml

1 | apiVersion networking.k8s.io/v1
2 | kind Ingress
3 | metadata
4| name kafka-rest
5| namespace kafka
6 | annotations
7 nginx.ingress.kubernetes.io/use-regex "true"
8 nginx.ingress.kubernetes.io/rewrite-target /1$3
9 | spec
10 | ingressClassName nginx
11| rules
12 - host devops.vdnh.ru
13 http
14 paths Hacrpoiika BHENIHETO 1OCTYIIA K
15 - path l(kafka-rest)(9) (%) ;eepslincaM Kafka connect u Kafka
16 pathType Prefix
17 backend
18 service
19 name kafka-rest
20 port
21 number 8082
22 - path /(kafka-connect)(/|$)(.*)
23 pathType Prefix
24 backend
25 service
26 name kafka-connect
27 port
28 number 8083
29

w
o




-5-

No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB

31

32 | apiVersion vl

33 | kind Service

34 | metadata

35| name ksqgldb

36 | namespace kafka

37 | spec

38 | type LoadBalancer Hacrtpoiika BHENIHETO H0CTyMa K

39 | ports cepeucy KSQLDB

40 - name http

41 port 8088

42 | selector

43 app ksgldb

44 | externallPs

45 - 10.0.140.103

46

47 | ---

48

49 | apiVersion vl

50 | kind Service

51 | metadata

52 | name schema-registry

53 | namespace kafka .
Hacrpoiika BHyTpeHHEr0 J0CTYNA K

>4 | spec cepsucy Schema Registry

55 [ ports

56 - name http

57 port 8081

58 | selector

59 app schema-registry

60

61 | ---

62

63 | apiVersion vl .

64 klnd SerVice HaCTpOI/IKa BHYTPCHHETO JOCTYIIAa K
cepsucy Kafka Connect

65 | metadata
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
66 | name kafka-connect
67 | namespace kafka
68 | spec
69 | ports
70 - Name http
71 port 8083
72 | selector
73 app kafka-connect
74
75 | ---
76
77 | apiVersion vl
78 | kind Service
79 | metadata
80 | name kafka-rest
81 | namespace kafka .
82 Sp ec HaCTpOI/IKa BHYTPCHHETO JOCTYIIa K
ceppucy Kafka REST
83| ports
84 - hame http
85 port 8082
86 | selector
87 app kafka-rest
88
89 | ---
90
91 | apiVersion vl
92 | kind ConfigMap
93 | metadata
94 | name schema-registry-config
95 | namespace kafka Kougurypanus ceppuca Schema
96 | data Registry
97 | SCHEMA REGISTRY_LISTENERS "http://0.0.0.0:8081"
98 | SCHEMA_REGISTRY_KAFKASTORE_BOOTSTRAP_SER

VERS




-7-

HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

99 "PLAINTEXT //kafka-0.kafka:9092,\
100 PLAINTEXT /lkafka-1.kafka:9092,\
101 PLAINTEXT //kafka-2.kafka:9092"
102 | SCHEMA REGISTRY KAFKASTORE GROUP_ID "vdnh-data-bus-schema-registry"
103 [ SCHEMA REGISTRY_ MASTER_ELIGIBILITY "true”
104 [ SCHEMA_REGISTRY_KAFKASTORE_INIT_TIMEOUT _ ""300000"

MS

105 [ SCHEMA REGISTRY_ KAFKASTORE_TIMEOUT MS ""300000"
106
107 | ---
108
109 | apiVersion apps/vl
110 | kind Deployment
111 | metadata
112 | name schema-registry
113 | namespace kafka
114 | spec
115 [ selector
116 matchLabels
117 app schema-registry
118 | replicas 1
119 | strategy
120 type Recreate HapaMeTpH PaSBepTHBaHI/Iﬂ cepBUCa
121 | template Schema Registry
122 metadata
123 labels
124 app schema-registry
125 spec
126 affinity
127 nodeAffinity
128 requiredDuringSchedulinglgnoredDuringExecution
129 nodeSelectorTerms
130 - matchExpressions
131 - key node-role.kubernetes.io/master




-8-

No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
132 operator DoesNotExist
133 podAntiAffinity
134 requiredDuringSchedulinglgnoredDuringExecution
135 - topologyKey kubernetes.io/hostname
136 labelSelector
137 matchExpressions
138 - key app
139 operator In
140 values
141 - schema-registry
142 preferredDuringSchedulinglgnoredDuringExecution
143 - weight 100
144 podAffinityTerm
145 labelSelector
146 matchExpressions
147 - key app
148 operator In
149 values
150 - schema-registry
151 - kafka-connect
152 - ksqldb
153 topologyKey kubernetes.io/hostname
154 enableServiceLinks false
155 containers
156 - name schema-registry
157 image confluentinc/cp-schema-registry:7.0.1
158 imagePullPolicy IfNotPresent
159 ports
160 - containerPort 8081
161 name http
162 env
163 - name TZ
164 value "Europe/Moscow"
165 - hame SCHEMA REGISTRY_HOST NAME
166 valueFrom
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
167 fieldRef
168 fieldPath status.podIP
169 envFrom
170 - configMapRef
171 name schema-registry-config
172 resources
173 requests
174 cpu "1t
175 memory "1Gi"
176 livenessProbe
177 tcpSocket
178 port 8081
179 periodSeconds 60
180 initialDelaySeconds 120
181 readinessProbe
182 tcpSocket
183 port 8081
184
185 | ---
186
187 | apiVersion vl
188 | kind ConfigMap
189 [ metadata
190 [ name kafka-connect-config
191 | namespace kafka
192 | data
193 | CONNECT LOGA4J APPENDER STDOUT LAYOUT CO "[%d] %p %X {connector.context}%m Kongwurypanus cepsuca Katka

NVERSIONPATTERN

(%c:%L)%n"

194 | CONNECT_CUB_KAFKA TIMEOUT "300"
195 | CONNECT_BOOTSTRAP_SERVERS

196 "kafka-0.kafka 9092\
197 kafka-1.kafka 9092\
198 kafka-2.kafka 9092"
199 | CONNECT_REST PORT "8083"

Connect
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

200 | CONNECT TOPIC CREATION_ENABLE "true"
201 | CONNECT _GROUP_ID "vdnh-data-bus"
202 | CONNECT CONFIG_STORAGE_TOPIC " kafka-connect-configs"
203 | CONNECT OFFSET _STORAGE _TOPIC " kafka-connect-offsets"
204 | CONNECT STATUS STORAGE TOPIC " kafka-connect-status"
205 | CONNECT _KEY CONVERTER "io.confluent.connect.avro.AvroConverter"
206 | CONNECT_KEY CONVERTER_SCHEMA REGISTRY_U | _nup://schema- _
RL - - - - - registry.kafka.svc.cluster.local:8081
207 | CONNECT VALUE CONVERTER "io.confluent.connect.avro.AvroConverter"
208 | CONNECT_VALUE_CONVERTER_SCHEMA REGISTRY | "http://schema-registry.kafka:8081"
_URL
209 | CONNECT_INTERNAL_KEY_CONVERTER ‘org.apache.kafka.connect.json.JsonConverter
210 | CONNECT_INTERNAL_VALUE_CONVERTER ‘org.apache.kafka.connect.json.JsonConverter
211 | CONNECT LOG4J ROOT LOGLEVEL 'INFO'
212 | CONNECT_LOG4J_LOGGERS
213 "org.apache.kafka.connect.runtime.rest=WARN\
214 | org.apache.kafka.connect.runtime.WorkerSourceTask=WARN
A
215 org.reflections=ERROR"
216 | CONNECT_CONFIG_STORAGE_REPLICATION_FACTO ‘3
R
217 | CONNECT_OFFSET_STORAGE_REPLICATION_FACTO ‘3
R
218 | CONNECT_STATUS_STORAGE_REPLICATION_FACTO | '3

R

219

CONNECT_PLUGIN_PATH

220

"fusr/share/java,\
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

221 {usr/share/confluent-hub-components,\

222 /data/connect-jars,\

223 [etc/kafka-connect/jars"

224 | CONNECT_CONFIG_PROVIDERS file'

225 | CONNECT_CONFIG_PROVIDERS FILE CLASS ‘org.apache.kafka.common.config.provider.Fi
leConfigProvider'

226 | CONNECT _PRODUCER MAX REQUEST SIZE '104857600'

227

228 | ---

229

230 | apiVersion apps/vl

231 | kind Deployment

232 | metadata

233 | name kafka-connect

234 | namespace kafka

235 | spec

236 | selector

237 matchLabels

238 app kafka-connect

239 | replicas 1

240 | strategy

241 type Recreate ITapameTpsl pa3BepTHIBAHUS CEPBHCA

242 | template Kafka Connect

243 metadata

244 labels

245 app kafka-connect

246 spec

247 affinity

248 nodeAffinity

249 requiredDuringSchedulinglgnoredDuringExecution

250 nodeSelectorTerms

251 - matchExpressions

252 - key node-role.kubernetes.io/master

253 operator DoesNotEXxist
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Onucanue rpynnsl NapaMeTpoB

No HNms napamerpa 3HadyeHHe MapamMeTpa
254 podAntiAffinity
255 requiredDuringSchedulinglgnoredDuringExecution
256 - topologyKey kubernetes.io/hostname
257 labelSelector
258 matchExpressions
259 - key app
260 operator In
261 values
262 - kafka-connect
263 preferredDuringSchedulinglgnoredDuringExecution
264 - weight 100
265 podAffinityTerm
266 labelSelector
267 matchExpressions
268 - key app
269 operator In
270 values
271 - schema-registry
272 - kafka-connect
273 - ksqldb
274 topologyKey kubernetes.io/hostname
275 containers
276 - name kafka-connect
277 image confluentinc/cp-kafka-connect:7.0.1
278 imagePullPolicy IfNotPresent
279 ports
280 - containerPort 8083
281 name http
282 env
283 - name CONNECT_REST_ADVERTISED HOST _
NAME
284 valueFrom
285 fieldRef
286 fieldPath status.podIP
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
287 - hame TZ
288 value "Europe/Moscow"
289 envFrom
290 - configMapRef
291 name kafka-connect-config
292 volumeMounts
293 - name kafka-connectors
294 mountPath /etc/kafka-connect/jars
295 subPath connectors
296 resources
297 requests
298 cpu 2"
299 memory "3Gi"
300 livenessProbe
301 httpGet
302 path /connectors
303 port 8083
304 periodSeconds 20
305 initialDelaySeconds 120
306 readinessProbe
307 httpGet
308 path /connectors
309 port 8083
310 volumes
311 - name kafka-connectors
312 persistentVolumeClaim
313 claimName kafka-connect
314
315 | ---
316
317 | apiVersion vl
318 | kind ConfigMap
319 | metadata Kondurypanuus cepsuca KSQLDB
320 | name ksqldb-config
321 | namespace kafka
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

322 | data

323 | KSQL _LISTENERS "http://0.0.0.0:8088"

324 | KSQL_BOOTSTRAP_SERVERS

325 "kafka-0.kafka 9092\

326 kafka-1.kafka 9092\

327 kafka-2.kafka 9092"

328 | KSQL_CONFLUENT SUPPORT METRICS ENABLE "false"

329 | KSQL KSQL_SERVICE ID "vdnh-data-bus-ksqgldb"
"http://schema-

330 | KSQL_KSQL_SCHEMA _REGISTRY_URL registry.kafka.svc.cluster.local:8081"
"http://kafka-

3311 KSQL_KSQL_CONNECT_URL conn%ct.kafka.svc.cluster.local:8083"

332 | KSQL_KSQL_OUTPUT TOPIC_NAME_ PREFIX "ksqldb-"

333 | KSQL_KSQL_FAIL_ON_DESERIALIZATION_ERROR "false"

334 | KSQL_KSQL_FAIL_ON_PRODUCTION_ERROR "false"

335 | KSQL KSQL INTERNAL TOPIC REPLICAS "3"

336 | KSQL _KSQL STREAMS AUTO OFFSET RESET "earliest"

337

338 | ---

339

340 | apiVersion apps/vl

341 | kind Deployment

342 | metadata

343 | name ksqgldb

344 | namespace kafka

345 | spec

3461 selector ITapame a3Be a cepBuca

MCETPHBI BCPTHIBAHUSA BH

347 matchLabels KS%LDEI: passep P

348 app ksqgldb

349 | replicas 1

350 | strategy

351 type Recreate

352 | template

353 metadata

354 labels
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Onucanue rpynnsl NapaMeTpoB

No HNms napamerpa 3HadyeHHe MapamMeTpa
356 app ksqgldb
357 spec
358 affinity
359 nodeAffinity
360 requiredDuringSchedulinglgnoredDuringExecution
361 nodeSelectorTerms
362 - matchExpressions
363 - key node-role.kubernetes.io/master
364 operator DoesNotEXxist
365 podAntiAffinity
366 requiredDuringSchedulinglgnoredDuringExecution
367 - topologyKey kubernetes.io/hostname
368 labelSelector
370 matchExpressions
371 - key app
372 operator In
373 values
374 - ksqldb
375 preferredDuringSchedulinglgnoredDuringExecution
376 - weight 100
377 podAffinityTerm
378 labelSelector
379 matchExpressions
380 - key app
381 operator In
382 values
383 - schema-registry
384 - kafka-connect
385 - ksgldb
386 topologyKey kubernetes.io/hostname
387 containers
388 - name ksqldb
389 image confluentinc/ksqgldb-server:0.23.1
390 imagePullPolicy IfNotPresent
391 ports
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

392 - containerPort 8088

393 name http

394 env

395 - name TZ

396 value "Europe/Moscow"
397 envFrom

398 - configMapRef

399 name ksgldb-config
400 resources

401 requests

402 cpu "2

403 memory "4Gi"

404 livenessProbe

405 tcpSocket

406 port 8088

407 periodSeconds 60

408 initialDelaySeconds 120

409 readinessProbe

410 tcpSocket

411 port 8088

412

413 | ---

414

415 | apiVersion vl

416 | kind ConfigMap

417 | metadata

418 | name kafka-rest-config
419 | namespace kafka

420 | data Koudurypamus cepsuca Kafka
421 | KAFKA REST _BOOTSTRAP_SERVERS REST
422 "kafka-0.kafka 9092\

423 kafka-1.kafka 9092\

424 kafka-2.kafka 9092"

425 | KAFKA_REST SCHEMA_REGISTRY_URL “http://schema-

registry.kafka.svc.cluster.local:8081"
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
426 | KAFKAREST HEAP OPTS "-Xms512M -Xmx512M"
427
428 | ---
429
430 | apiVersion apps/vl
431 | kind Deployment
432 | metadata
433 | name kafka-rest
434 | namespace kafka
435 | spec
436 | selector
437 matchLabels
438 app kafka-rest
439 | replicas 1
440 | strategy
441 type Recreate
442 | template
443 metadata
aad labels [Tapame a3Be a cepsuca
MCETPHBI BCPTHIBAHUS BH
445 app kafka-rest Ka?ka Ré)STp P p
446 spec
447 affinity
448 podAntiAffinity
449 preferredDuringSchedulinglgnoredDuringExecution
450 - weight 100
451 podAffinityTerm
452 labelSelector
453 matchExpressions
454 - key app
455 operator In
456 values
457 - kafka-rest
458 topologyKey kubernetes.io/hostname
459 containers

460

- name

kafka-rest
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

461 image confluentinc/cp-kafka-rest:7.0.1

462 command ["bash", "-c", "unset KAFKA_REST_PORT;
[etc/confluent/docker/run"]

463 imagePullPolicy IfNotPresent

464 env

465 - hame KAFKA REST HOST NAME

466 valueFrom

467 fieldRef

468 fieldPath status.podIP

469 - name TZ

470 value "Europe/Moscow"

471 envFrom

472 - configMapRef

473 name kafka-rest-config

474 ports

475 - name http

476 containerPort 8082

477 livenessProbe

478 tcpSocket

479 port 8082

480 periodSeconds 60

481 initialDelaySeconds 120

482 readinessProbe

483 tcpSocket

484 port 8082

485

486 | ---

487

488 | apiVersion apps/vl

489 | kind Deployment

490 | metadata HapaMeTpLI Pa3BCPThbIBAHUA CCPBUCA

491 | name ksqldb-cli .

492 | namespace kafka KSQLDB-Cli

493 | spec

494 | selector
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
495 matchLabels
496 app ksgldb-cli
497 | replicas 1
498 | template
499 metadata
500 labels
501 app ksgldb-cli
502 spec
503 containers
504 - name ksqldb-cli
505 image confluentinc/ksgldb-cli:0.23.1
506 command [“tail", "-f", "/dev/null"]
507 imagePullPolicy IfNotPresent
508 env
509 - name KSQLDB_SERVER_URL
510 value "http://ksqldb.kafka.svc.cluster.local:8088"
511 - name KSQL_LOG4J OPTS
512 value Dlog4j.configuration=file:/etc/ksqldb/log4;j-
silent.properties"
kafka.yml
1| apiVersion vl [TapameTpsl BHyTpEHHETO JOCTYIA K
knacrepy Katka
2 | kind Service
3 | metadata
41 name kafka
5| namespace kafka
6 | annotations
7 service.alpha.kubernetes.io/tolerate-unready-endpoints "true"
8 | spec
9 | publishNotReadyAddresses true
10 | selector
11 app kafka
12 | ports
13 - name kafka
14 port 9092
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
15 - Name jmx
16 port 1099
17
18 | ---
19
20 | apiVersion policy/vl EapaMeTpLI JOCTYIIHOCTH KJIacTepa
afka
21 | kind PodDisruptionBudget
22 | metadata
23 | name kafka-pdb
24 | namespace kafka
25 | spec
26 | selector
27 matchLabels
28 app kafka
29 | maxUnavailable 1
30
31| ---
32
33 | apiVersion vl Kondurypanus xnacrepa Katka
34 | kind ConfigMap
35 | metadata
36 | name kafka-config
37 | namespace kafka
38 | data
39 | KAFKA ZOOKEEPER CONNECT
40 "zookeeper-0.zookeeper 2181\
41 zookeeper-1.zookeeper 2181\
42 zookeeper-2.zookeeper 2181"
43 | BROKER ID_COMMAND "hostname | awk -F'-' ‘{print $2}"
44 | HOSTNAME COMMAND "echo \"$HOSTNAME .kafka\""
45 | KAFKA PORT "9092"
46 | KAFKA_LISTENERS "PLAINTEXT://_ {HOSTNAME_COMMA
ND}:9092"
47 | KAFKA ADVERTISED LISTENERS "PLAINTEXT://:9092"
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

48 | KAFKA LOG _DIRS "/var/lib/kafka/data"
49 | KAFKA_AUTO_CREATE_TOPICS ENABLE "false"
50 | KAFKA_REPLICATION FACTOR "3"
51 | KAFKA_NUM_PARTITIONS "12"
52 | KAFKA_RETENTION_MS "'2592000000"
53 | KAFKA_MESSAGE MAX BYTES "104857600"
54 | KAFKA LOG_RETENTION HOURS "24"
55| JMX_PORT "1099"
56 | KAFKA JMX OPTS >
57 -Dcom.sun.management.jmxremote
58 -Dcom.sun.management.jmxremote.authenticate=false
59 -Dcom.sun.management.jmxremote.ssl=false
60 -Djava.rmi.server.hostname=$(POD_NAME).kafka
61 -Dcom.sun.management.jmxremote.rmi.port=1099
62
63 | ---
[TapameTpsl pa3BepTHIBAHUS
64
kiactepa Kafka
65 | apiVersion apps/vl
66 | kind StatefulSet
67 | metadata
68 | name kafka
69 | namespace kafka
70 | spec
71 | serviceName kafka
72 | replicas 3
73 | selector
74 matchLabels
75 app kafka
76 | template
77 metadata
78 labels
79 app kafka
80 spec
81 affinity
82 nodeAffinity
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
83 requiredDuringSchedulinglgnoredDuringExecution
84 nodeSelectorTerms
85 - matchExpressions
86 - key node-role.kubernetes.io/master
87 operator DoesNotEXxist
88 podAntiAffinity
89 requiredDuringSchedulinglgnoredDuringExecution
90 - topologyKey kubernetes.io/hostname
91 labelSelector
92 matchExpressions
93 - key app
94 operator In
95 values
96 - kafka
97 initContainers
98 - name rm-meta-properties
99 image busybox:1.32.0
100 command ['sh", "-c", "rm -f /kafka/meta.properties"]
101 securityContext
102 privileged true
103 volumeMounts
104 - name kafka
105 mountPath /kafka
106 containers
107 - name kafka
108 image wurstmeister/kafka:2.13-2.7.0
109 imagePullPolicy IfNotPresent
110 env
111 - hame POD_NAME
112 valueFrom
113 fieldRef
114 fieldPath metadata.name
115 - name TZ
116 value "Europe/Moscow"
117 envFrom
118 - configMapRef
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119 name kafka-config
120 ports
121 - name kafka
122 containerPort 9092
123 - name jmx
124 containerPort 1099
125 volumeMounts
126 - name kafka
127 mountPath /var/lib/kafka/data
128 subPath data
129 livenessProbe
130 tcpSocket
131 port 9092
132 initialDelaySeconds 600
133 periodSeconds 60
134 readinessProbe
135 tcpSocket
136 port 9092
137 | volumeClaimTemplates
138 - metadata
139 name kafka
140 spec
141 accessModes [ "ReadWriteOnce" |
142 storageClassName vdnh-cluster
143 resources
144 requests
145 storage 300Gi
kafka-namespace.yml
. . IIpocTpaHcTBO MMEH KiacTepa
1 | apiVersion vl Kafka
2 | kind Namespace
3 | metadata
4 [ name kafka
5
6| -
7
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; ; ITapameTpsl XpaHUIUINA JaHHBIX
8 | apiVersion vi cepsuca Kafka Connect
9 | kind PersistentVolume
10 | metadata
11 [ name kafka-connect
12 | spec
13 [ volumeMode Filesystem
14 | persistentVolumeReclaimPolicy Retain
15 [ capacity
16 storage 1Gi
17 | accessModes
18 - ReadWriteMany
19 [ claimRef
20 name kafka-connect
21 namespace kafka
22 | csi
23 driver rook-ceph.cephfs.csi.ceph.com
24 nodeStageSecretRef
25 name rook-csi-cephfs-static-provisioner
26 namespace rook-ceph
27 volumeAttributes
28 clusterID rook-ceph
29 fsName vdnh-fs
30 staticVolume "true”
31 rootPath /vdnh-share/kafka/kafka-connect
32 volumeHandle kafka-connect
33
34 | ---
35
36 | apiVersion vl
37 | kind PersistentVVolumeClaim
38 | metadata
39 | name kafka-connect
40 | namespace kafka
41 | spec
42 | selector
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43 matchLabels
44 name kafka-connect
45 | volumeMode Filesystem
46 | accessModes
47 - ReadWriteMany
48 | resources
49 requests
50 storage 1Gi
51 | volumeName kafka-connect

kafka-tools.yml

[TapameTpsl BHELIHETO 1OCTYIA K

1 | apiVersion networking.k8s.io/v1 cepucam CMAK u Kafka U
2 | kind Ingress
3 | metadata
4| name kafka-tools
5| namespace kafka
6 | annotations
7 nginx.ingress.kubernetes.io/force-ssl-redirect "true"
8 nginx.ingress.kubernetes.io/use-regex "true"
9 nginx.ingress.kubernetes.io/configuration-snippet |
10 rewrite *(/[\w|-]*)$ $1/ redirect;
11 rewrite ~/(.*)/oauth2/callback(.*)$ /oauth2/callback$2
break;
12 | spec
13 | ingressClassName nginx
14 | rules
15 - host devops.vdnh.ru
16 http
17 paths
18 - path /(cmak)(/|$)(.*)
19 pathType Prefix
20 backend
21 service
22 name cmak
23 port
24 number 8080
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25 - path /(kafka-ui)(/|$)(.*)
26 pathType Prefix
27 backend
28 service
29 name kafka-ui
30 port
31 number 8080
32
33 | ---
34
. . ITapameTpsl BH CHHEI'0 10CTYyIIa K
35 | apiVersion vl Cepimy EM AIzT P o
36 | kind Service
37 | metadata
38 | labels
39 app cmak
40 | name cmak
41 | namespace kafka
42 | spec
43 | ports
44 - name http
45 port 8080
46 | selector
47 app cmak
48
49 | ---
50
. . ITapameTpsl BHYTPEHHETO JOCTYIIA K
51 | apiVersion vl Cepi ncy I%afka}{JII) Y
52 | kind Service
53 | metadata
54 | name kafka-ui
55 | namespace kafka
56 | spec
57 | ports
58 - name http
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59 port 8080
60 | selector
61 app kafka-ui
62
63 | ---
64
65 | apiVersion vl Kongwurypanus cepsuca CMAK
66 | kind ConfigMap
67 | metadata
68 | name cmak-config
69 | namespace kafka
70 | data
71 | application.conf |
72 play.application.loader=loader.KafkaManagerL oader
73
74 play.http.context = "/cmak/"
75 play.http.secret.key = "Zt6dP05Pzea3U"
76
2181,zookeeper-
77 kafka-manager.zkhosts="zookeeper-0.zookeeper 1.zookeeper:2181,zookeeper-
2.z00keeper:2181"

78
79 pinned-dispatcher.type="PinnedDispatcher"
80 pinned-dispatcher.executor="thread-pool-executor"

application.features=["KMClusterManagerFeature”,"KMTopic
81 | ManagerFeature”,"KMPreferredReplicaElectionFeature”,"KM

ReassignPartitionsFeature™,

"KMScheduleLeaderElectionFeature™]
82
83 | ---
84

. . [TapameTpsl pa3BepThIBaHUS CEPBHCA

85 | apiVersion apps/vl CMAK
86 | kind Deployment
87 | metadata
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88 | name cmak
89 | namespace kafka
90 | spec
91 | selector
92 matchLabels
93 app cmak
94 | replicas 1
95 | template
96 metadata
97 labels
98 app cmak
99 spec
100 volumes
101 - name cmak-config
102 configMap
103 name cmak-config
104 containers
105 - name cmak
106 image kafkamanager/kafka-manager:3.0.0.4
107 imagePullPolicy IfNotPresent
108 ports
109 - containerPort 9000
110 name http
111 env
112 - name TZ
113 value "Europe/Moscow"
114 volumeMounts
115 - mountPath /opt/cmak-3.0.0.4/conf/application.conf
116 subPath application.conf
117 name cmak-config
118 - name cmak-oauth2-proxy
119 image quay.io/oauth2-proxy/oauth2-proxy:v7.1.3
120 imagePullPolicy IfNotPresent
121 ports
122 - containerPort 8080
123 name http
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124 protocol TCP
125 args
126 - --http-address=0.0.0.0 8080
127 - --upstream=http //127.0.0.1:9000
128 - --redirect-url=https /[devops.vdnh.ru/cmak/oauth2/callback
129 - --skip-provider-button=true
130 - --provider=oidc
131 - --client-id=cmak
132 - --client-secret=c625aabc-b921-4079-a68f-

fdf9da475dba

133 - --oidc-issuer-url=https {/lopenid.vdnh.ru/auth/realms/vdnh
134 - --scope=openid profile email roles

135 - --email-domain=*

136 - --Ccookie-secure=false

137 - --cookie-secret=x-1vrrMhC-8861Tuz8ySNw==

138 - --reverse-proxy=true

139

140 | ---

141

142 | apiVersion vl Kongurypanus cepsuca Kafka Ul
143 | kind ConfigMap

144 | metadata

145 | name kafka-ui-config
146 | namespace kafka

147 | data

148 [ SERVER_PORT "8081"

149 [ SERVER_SERVLET CONTEXT PATH "/kafka-ui"

150 | KAFKA CLUSTERS 0 NAME "vdnh-data-bus"
151 | KAFKA CLUSTERS 0 BOOTSTRAPSERVERS

152 "kafka-0.kafka 9092\

153 kafka-1.kafka 9092\

154 kafka-2.kafka 9092"

155 [ KAFKA CLUSTERS 0 ZOOKEEPER

156 ""zookeeper-0.zookeeper 2181\

157 zookeeper-1.zookeeper 2181\

158 zookeeper-2.zookeeper 2181"
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159 | KAFKA CLUSTERS 0 SCHEMAREGISTRY “http://schema-

- - = registry.kafka.svc.cluster.local:8081"
160 | KAFKA CLUSTERS 0 KAFKACONNECT 0 NAME "vdnh-data-bus"
161 | KAFKA_CLUSTERS_0_KAFKACONNECT 0_ADDRESS | _nup://kafka- -

- - — connect.kafka.svc.cluster.local:8083
162 [ KAFKA CLUSTERS 0 KSQLDBSERVER "http://ksqldb.kafka.svc.cluster.local:8088"
163
164 | ---
165

. . ITapameTprl pa3BepTHIBAHUS CEPBHCA

166 | apiVersion apps/vl Ka?ka Ulp p p p
167 | kind Deployment
168 | metadata
169 | name kafka-ui
170 | namespace kafka
171 | spec
172 | selector
173 matchLabels
174 app kafka-ui
175 | replicas 1
176 | template
177 metadata
178 labels
179 app kafka-ui
180 spec
181 containers
182 - name kafka-ui
183 image provectuslabs/kafka-ui:master
184 imagePullPolicy IfNotPresent
185 ports
186 - containerPort 8081
187 name http
188 env
189 - name TZ
190 value "Europe/Moscow"
191 envFrom
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192 - configMapRef
193 name kafka-ui-config
194 - name kafka-ui-oauth2-proxy
195 image quay.io/oauth2-proxy/oauth2-proxy:v7.1.3
196 imagePullPolicy IfNotPresent
197 ports
198 - containerPort 8080
199 name http
200 protocol TCP
201 args
202 - --http-address=0.0.0.0 8080
203 - --upstream=http //127.0.0.1:8081
204 - --redirect-url=https //devops.vdnh.ru/kafka-ui/oauth2/callback
205 - --skip-provider-button=true
206 - --provider=oidc
207 - --client-id=kafka-ui
208 - --client-secret=4b50c5d5-3461-463f-8410-
ch91a5a45283
209 - --oidc-issuer-url=https {fopenid.vdnh.ru/auth/realms/vdnh
210 - --scope=openid profile email roles
211 - --email-domain=*
212 - --Ccookie-secure=false
213 - --cookie-secret=x-1vrrMhC-8861Tuz8ySNw==
214 - --reverse-proxy=true
zookeeper.ymi
1 | apiVersion vl [TapameTpsl BHyTpEHHETO JOCTYIA K
cepucy Zookeeper
2 | kind Service
3 | metadata
4 [ labels
5 app zookeeper
6 | name zookeeper
7 | namespace kafka
8 | spec
9 | publishNotReadyAddresses true
10 | ports
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11 - name client
12 port 2181
13 - port 2888
14 name follower
15 - port 3888
16 name leader
17 | selector
18 app zookeeper
19
20 | ---
21
22 | apiVersion vl Kon¢urypanust cepsuca Zookeeper
23 | kind ConfigMap
24 | metadata
25| name zookeeper-config
26 | namespace kafka
27 | labels
28 app zookeeper
29 | data
30 | init.sh |
31 #1/bin/sh
32 | ZK_ID="hostname | awk -F'-' {print $$2 + 1}"
33 echo ${ZK ID}> /data/myid
34 cat /init/zoo_template.cfg | sed -e "s/zookeeper-$((
${ZK _ID} - 1)).zookeeper/0.0.0.0/g" > /conf/zoo.cfg
35 cat /conf/zoo.cfg
36 cp /init/logdj.properties /conf
37 | zoo_template.cfg
38 dataDir=/data
39 dataLogDir=/datalog
40 tickTime=2000
41 initLimit=5
42 syncLimit=2
43 tcpKeepAlive=true
44 electionPortBindRetry=0
45 autopurge.snapRetainCount=3
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46 autopurge.purgelnterval=0
47 maxClientCnxns=60
48 standaloneEnabled=true
49 admin.enableServer=true
50 4lw.commands.whitelist=srvr,ruok
51 server.1=zookeeper-0.zookeeper:2888:3888;2181
52 server.2=zookeeper-1.zookeeper:2888:3888;2181
53 server.3=zookeeper-2.zookeeper:2888:3888;2181
54 | log4j.properties |-
55 log4j.rootLogger=INFO, stdout
56 log4j.appender.stdout=org.apache.log4j.ConsoleAppender
57 log4j.appender.stdout.layout=org.apache.log4j.PatternLayout
58 log4j.appender.stdout.layout.ConversionPattern=[%d] %p
%m (%c)%n
59 # Suppress connection log messages, three lines per
livenessProbe execution
60 | log4j.logger.org.apache.zookeeper.server.N1OServerCnxnFact
ory=WARN
61 | log4j.logger.org.apache.zookeeper.server.N1OServerCnxn=W
ARN
62
63 | ---
64
65 | apiVersion policy/v1 [TapameTpsl AOCTYIHOCTH KJIacTEPa
Zookeeper
66 | kind PodDisruptionBudget
67 | metadata
68 | name zookeeper-pdb
69 | namespace kafka
70 | spec
71| selector
72 matchLabels
73 app zookeeper
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74 | maxUnavailable 1
75
76 | ---
77
78 | apiVersion appsivl [TapameTpsl pa3BepThIBAHUS
knactepa Zookeeper
79 | kind StatefulSet
80 | metadata
81| name zookeeper
82 | namespace kafka
83 | spec
84 | serviceName zookeeper
85 | replicas 3
86 | updateStrategy
87 type RollingUpdate
88 | podManagementPolicy OrderedReady
89 | selector
90 matchLabels
91 app zookeeper
92 | template
93 metadata
94 labels
95 app zookeeper
96 spec
97 affinity
98 nodeAffinity
99 requiredDuringSchedulinglgnoredDuringExecution
100 nodeSelectorTerms
101 - matchExpressions
102 - key node-role.kubernetes.io/master
103 operator DoesNotExist
104 podAntiAffinity
105 requiredDuringSchedulinglgnoredDuringExecution
106 - topologyKey kubernetes.io/hostname
107 labelSelector
108 matchExpressions
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109 - key app
110 operator In
111 values
112 - zookeeper
113 volumes
114 - name zookeeper-config
115 configMap
116 name zookeeper-config
117 - name zookeeper-config-dir
118 emptyDir {}
119 initContainers
120 - name set-zoo-id
121 image busybox:1.32.0
122 command ["/bin/sh", "/init/init.sh"]
123 securityContext
124 privileged true
125 volumeMounts
126 - hame zookeeper-pvc
127 mountPath /data
128 subPath data
129 - name zookeeper-config-dir
130 mountPath /conf
131 - name zookeeper-config
132 mountPath /init
133 containers
134 - name zookeeper
135 image zookeeper:37410
136 imagePullPolicy IfNotPresent
137 env
138 - name TZ
139 value "Europe/Moscow"
140 readinessProbe
141 exec
142 command
143 - bash
144 --C
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145 - " \'_'x$(echo ruok | nc 0.0.0.0 2181)\" == ximok' ]
&& exit 0 || exit 1"
146 livenessProbe
147 exec
148 command
149 - bash
150 --C
151 A \'_'x$(echo ruok | nc 0.0.0.0 2181)\" == 'ximok' ]
&& exit 0 || exit 1"
152 initialDelaySeconds 300
153 periodSeconds 60
154 ports
155 - containerPort 2181
156 name client
157 - containerPort 2888
158 name follower
159 - containerPort 3888
160 name leader
161 resources
162 requests
163 memory "1Gi"
164 cpu "0.5"
165 volumeMounts
166 - hame zookeeper-pvc
167 mountPath /data
168 subPath data
169 - name zookeeper-pvc
170 mountPath /datalog
171 subPath datalog
172 - name zookeeper-config-dir
173 mountPath /conf
174 | volumeClaimTemplates
175 - metadata
176 name zookeeper-pvc
177 spec
178 accessModes [ "ReadWriteOnce" ]
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179 storageClassName vdnh-cluster
180 resources
181 requests
182 storage 1Gi

keycloak.yml

1 | apiVersion networking.k8s.io/v1 l?aCTPOI/IKﬁl BHEILHETO JOCTYyIa K
eycloak
2 | kind Ingress
3 | metadata
4 [ name keycloak
5| namespace security
6 | annotations
7 nginx.ingress.kubernetes.io/force-ssl-redirect "true”
8 nginx.ingress.kubernetes.io/backend-protocol "HTTPS"
9 nginx.ingress.kubernetes.io/use-regex "true”
10 nginx.ingress.kubernetes.io/proxy-redirect-from /
11 nginx.ingress.kubernetes.io/proxy-redirect-to 1$1/
12 nginx.ingress.kubernetes.io/configuration-snippet |
13 rewrite (/[\w|-1*)$ $1/ redirect;
14 nginx.org/server-snippets |
15 location /auth {
16 proxy_set header X-Forwarded-For $host;
17 proxy_set_header X-Forwarded-Proto $scheme;
18 }
19 | spec
20 | ingressClassName nginx
21 | rules
22 - host openid.vdnh.ru
23 http
24 paths
25 - path {(auth)(/|$)(.*)
26 pathType Prefix
27 backend
28 service
29 name keycloak
30 port
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31 number 8443
32
33| ---
34
35 | Kkind Service Hactpoiika BHyTpeHHErO T0CTyIa
s Keycloak
36 | apiVersion vl
37 | metadata
38 | labels
39 k8s-app keycloak
40 | name keycloak
41 | namespace security
42 | spec
43| type LoadBalancer
44 | ports
45 - port 8443
46 protocol TCP
47 name https
48 | selector
49 k8s-app keycloak
50
51 | ---
52
53 | apiVersion vl
54 | kind Secret
55 | metadata
56 | name keycloak-secret
57 | namespace security
58 | data
59 | db_name a2M=
60 | db_password WWglYWt0eTM=
61 | db_user a2Vv5sY2xvYWs=
62 | keycloak password YmVpNE1IZWc=
63 | keycloak user YWRtaW4=
64

65
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66
67 | apiVersion vl HacTtpoiika napameTpoB
koHbuaeHnuansaocTH s Keycloak

68 | kind Secret

69 | metadata

70 | name keycloak-tls

71| namespace security

72 | type kubernetes.io/tls

73 | data
LSOtLS1ICRUAJTiBDRVJUSUZJQOFURSOt
LSO0tCk1JSURXakNDQWtIQ0ZDN21sSlpu
TUgvZnViUmkxMEdKay9PdE1IQkVNQTB
HQINXRINJYJNEUUVCQ3dVQU1GOHg
KQ3pBSkInTIZCQVIUQW5KMU1ROHdJE
UVIEVIFRSURBWnNRiIMO05qYjNjeER6QU5
CZ05WQKFjTUIrMXZjMK52ZHpFTgpNQ
XNHQTFVRUNNdOVKbVJI1YURFTk1BcOd
BMVVFQ3d3RWRtUNVhREVRTUEOROEX
VUVBd3dIZG1SdWFDNXIKVEFICkZ3MHI
NVEV3TWpjeE1gSTNNalJhRncwek1lURXd
NalV4TWpIMO01gUmFNSFF4Q3pBSkinTIZ
CQVIUQW5KMU1ROHCcKRFFZRFZRUUI

74 | tls.crt EQVpOYjNOamlzY3hEekFOQmdOVkIBY0

1CazF2YzJOdmR6RUSNQXNHQTFVRUN
ndOVkbVJ1YURFTgpNQXNHQTFVRUN3
d0VkbVJ1YURFUU1BNEdABMVVFQXd3S
GRtUnVhQzV5ZFRFVE1CRUdDU3FHUOIi
MORRRUpBUIIFCkexc3pmakNDQVNJAOR
RWUpLb1pJaHZjTKFRRUJCUUFEZ2dFUE
FEQONBUWOIDZ2dFQKFNbVBndHZXQUS5
FSWh5ckkKMWpkbnB5¢cTFFWjZgNOxVW
XN2d21VYO0tXdHJEclo1OXFINOlyZDQvV
XdsOEtubVNtSIILO1wZUSTZjV3bU4rdAp
HbIBOU2xKelpVWIZVbTFvcUNBRINrSnp
KNTUwUXRNNjhOdFFUNmM12YVIWd2ZQ
QWIZFFqT2RZcTRQCG5CYUSHCINIYjdS
aWU1aEdSLzZ5UUJPNIIIMDIHZEREYjNT
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MIEwUmtjRGM4UFJzeDA2Yi9Xd2ZIcXV3
QU9ZMmhyVHNzeHYKQjYyQ1dQeTVpR
nZ4SOhEWG52L1JiMONQVNICRHJicFBIZ
2JGUGtwSGxucOXhTDIQTEY1Nng3eHFFU
nVuSIBibgpWNFFXVFI10d0d4bUx0dmtweU
tIUIdUV XFgeS9XZkIvTUhpWWU4ZThoL 1
V3TkFgbIBIbi96 TXMrMVZTcTFMMXp6C
nB3U1VhzZjBDQXdFQUFUQU5CZ2txaGtp
RzI3BMEJBUXNGQUFPQOFRRUF1INTRhc
DJtcnVIRHpONTVVVDY4MkIQb0OYKMEd
Fb1ZHU2U2RU9NMG1pcWV5QVBJZjJ4U
z2Z2UVhGTHhSTUZSbFVJSzc4SDZOb25P
djEVMKpETi8vZHV6UWVXSApMR1VidW
duejY3Wkh5eVpoR0OZPNmM110OHIaYjdJT3N
3MTJyTOFRcWQ2V0dTUGIIaFIjVkZXeVJ
NYINPTHcycmxPCkx6Rkp2R1ZUUC9HTH
IEelhyUUVO0Y 1B4ZEd5NOdYNXNPZXJIO
FBodkNGNUtiVOE3czZVhNGIJDUDFNcORK
QTA0aj YKclIxM1lozeGZHb290ocFVIdGhme
3p5cDIWQXIXQUISMHRSOFI4dXJOMjJFc
zZFkUStPZ000Z0hoMVhvMDBzZzJQRgpsN
LIiINUd2VVpxZHFMYjV5ZWRwWMGI5a3IK
YUV2NGdoanJrtUTRYdjNTNnFML1JsdGF
KWFIjJdURZbGdKSVBoQTO09CiOtLSO0tRU5S
EIENFUIRJRKIDQVRFLSO0tLSOK

75

tls.key

LSOtLS1CRUAJTiBSUOEgUFJJVKFURSBL
RVKtLSOtLQpNSUIFCEFIQkFBSONBUUV

BeVkrQzI5SWUEwWUWIIS3NgV04yZWS5Lcl

VSbnFQc3RSaxXkvQ1pSd3BhMnNPdG5uM
mIMCNNIWjNgOVRDWHdAXZVpLWWxnaj
h5bDQxSi9uQ1kzNjBhYzgxS1VuTmxShFZ
TYI1dpb0IBWktRbk4zbm5SQzJEcnkKMjFC
UHFhOXBoWEI4OENKNTFDTTUxaXJnK
21jRm8wWko1dnRHSjdtRVpIL3JKQUU3c
Gg3vDBaME10dmRMWKRSRwpSd056dzI
HekhUcHY5YKISNnE3QUElamFHdE95eke
4SHJZSIkvTG1IVY9Fh2NOZWUvVOUZ2Y0
KS5WEIFT3R1azhlCkJzVStTa2VXZXd0b3Y
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HNms napamerpa

3HadyeHHe MapamMeTpa
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WOHNYbnJldkdvUkc2Y 2s5dWRYaEJaTkh
gQWIHWXUYK1NuSWOKRIpOU3FQT Ctw
OEdnd2UKSmg3eDd5SDIUQTBDT2M4ZW
YVTXI6N1ZWS3JWL1hQT25CSIUWL1FIR
EFRQUJBbLOICQURINzIVQ3ZNbTNUbTd2
cQpLYIlhYaXR5MXBHYIlaUHhLRHBtR2d
VvdEI2ZkdwWmcwdzBCQTIZUVJIWaitpSIp3
Z2g0dDJUQyYtRWDRQV09GY 1grCjNOW;jJ
UQzROMkxURkZjVk81WDVHK1A4RHIN
QUhDeTBkzZDU2blcvTDRMUnNIvd3JWbIV
rQ3IrMVovUC94UEdsU2UKR2c3dXdRYV
pMeXFUVXJ2eHNpbnhBdXVOb2dWa0Y5
aVFNCcIFRWjY2eDNKTkVtUnBjZEFWVnh
yQTBmemNNdmkvZQpGSzBjNGVETXR1
VmNubkZPSGZ4eFhzcUkwOVZZbDNSaV
BRZKFRY XdDUKFrSnpWZIRPWTYwWVE1
VNHdPc3RIcUUWCmMQzTWJIQemZKTIByZ
kpXR3pzRU00ZnMvVTk2aHhadHZRd1ho
Y2FhVjZ5MzdBeUhZbGUONOQVV]BITINX
T3VtbGkKbDhWOGtzRUNNWUVBLZzc1R3
ZtcEVEUmMI9rcHplYS9Vd2VDeXg0TzRxSU
[iSzZIOYWO03cWJIHR2Q2NWNEWFdaalzO
SgptSkVidURRekJycOV5bGOrWkFFWEZy T
XgyMmR5bDZHBENIWk4xS1VkZmhDVV
JlaWZxdEtGaXovNktjMjdpZm5wCjVtOThv
Q1R6YThiT290RjRIUTVLUNBIRWtUUEN
MRHFzZW1VQ1d3YIhThXROYUINelpKW
ELuYIVDZ1IFQXIJTIAKZESIdy85MEFOZE
RXTk9kb3QyU0ZHZKFSOWNTrV1UvSFBr
WHpyeFdOWNJrb25pY UMyR2NGbUJWRG
COR3FRKzhNQQp3RHIsMjVSa3pSbWtXa3
pFVXIIJSENpYmIvMnplVFhzdE8xa3RThnp
jdVBhR21ZWm9mbGwvWk5VCcWRYQ116d
3JJCkc2ZFhGdFBER1ZFODhNbjdvN3EOeE
VOb2NyRzFYQzdTWHAOTGIDaONNnWUV
BcTBCUOJQNEPOYkJVN1IBTUWpPOOGsK
bXh6YklodkF6cmZ1eFhsMEpjeXZtNEXST]
EOQOUINHUTZPd1NvVUORBRUh6U3FUNGOv
Sm93b1Z0WUZ3OEXBMUZLMAP2VGJgSI
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

VxdnRoUULCY29nNIBWeDRXNGs2VXRQ
a3JRY]jhXZWtUMINPOEJPL21QMmxiZW
Q4eTBUNESZMTd5TjASCIUVUKIVSXI6Sz
YXROpSNytFaFBSWWFVQ2dZQng5NVA3
UVJibkFGUTFYMWIRRzZMbjdLek9nTy8
WTVBrzZzXc3bGOKeWZSMzArMkitxYnA1b0
VFY2Z\VVCINbmtENNMOb2wvY mxuNXhr
VXdjNVgyR103RUQ5WUh3dmZOVO0tVSz
Z2TDRQVWpRVUKzRUI2eGovZHAOeVZG
TVpLbliwMnJkc1dxTmNIZzIQNVprNVpoe
DZTdnNyZ2t2UVUVUKFVa3ZFTGdaalpJC
ml4andPUUtCZ1FDY1FnTmpkWkoyYktL
MmdBSjNiNXJIVEVicTEySUVOMVZqQ2
5NcGNvTmM1ImNjFPMjZ1Y0s5SXkKM08w
NFVxaHplRzY1c3VLcHNOUXA2aDVVhbl
BDak1GaFhoWUzVaWFGTUtGa3FMUWF
2VIEONWKrNnVCMmF0aUSHT AppRXBU
aDdTTWcrV3NwalRzY XpkTGxIUFpUdHB
KWGVKTGdINKVDOGSOUFdpOFhVTUIX
WIV0oTHCcIPQotLSOtLUVORCBSUOEQUFJ]

JVKFURSBLRVktLSOtLQo=
76
77 | ---
78
79 | apiVersion apps/vl Hacrpotika mapameTpos
passepteiBanms s Keycloak
80 | kind Deployment
81 | metadata
82 | name keycloak
83 | namespace security
84 | labels
85 k8s-app keycloak
86 | spec
87 | replicas 1
88 | selector
89 matchLabels
90 k8s-app keycloak
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
91 | template
92 metadata
93 labels
94 k8s-app keycloak
95 spec
96 affinity
97 podAntiAffinity
98 preferredDuringSchedulinglgnoredDuringExecution
99 - weight 100
100 podAffinityTerm
101 labelSelector
102 matchExpressions
103 - key k8s-app
104 operator In
105 values
106 - keycloak
107 topologyKey kubernetes.io/hostname
108 containers
109 - name keycloak
110 image jboss/keycloak:12.0.4
111 imagePullPolicy IfNotPresent
112 env
113 - hame KEYCLOAK USER
114 valueFrom
115 secretKeyRef
116 name keycloak-secret
117 key keycloak_user
118 - hame KEYCLOAK PASSWORD
119 valueFrom
120 secretKeyRef
121 name keycloak-secret
122 key keycloak_password
123 - name KEYCLOAK_PROXY_ADDRESS_FORW
ARDING
124 value "true"
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
125 - hame DB VENDOR
126 value "postgres"

127 - name DB_ADDR

128 value 10.0.140.44

129 - name DB _PORT

130 value "5432"

131 - hame DB DATABASE
132 valueFrom

133 secretkeyRef

134 name keycloak-secret
135 key db_name

136 - hame DB _USER

137 valueFrom

138 secretKeyRef

139 name keycloak-secret
140 key db_user

141 - name DB _PASSWORD
142 valueFrom

143 secretKeyRef

144 name keycloak-secret
145 key db_password
146 ports

147 - containerPort 8443

148 name https

149 volumeMounts

150 - name keycloak-tls

151 mountPath /etc/x509/https
152 - mountPath /opt/jboss/keycloak/standalone/deployments
153 name keycloak-volume
154 subPath themes

155 volumes

156 - name keycloak-volume
157 persistentVVolumeClaim

158 claimName keycloak

159 - name keycloak-tls

160 secret
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
161 secretName keycloak-tls
162 tolerations
163 - key node-role.kubernetes.io/master
164 effect NoSchedule

security-namespace.yml

Hactpolika npoctpancTBa uMeH

1 | apiVersion vl MOJICKCTEMBI HH()OPMAMOHHON
0e30macHOCTH
2 | kind Namespace
3 | metadata
4 [ name security
5
6| ---
7
Hacrpoiika xpaHuiuina JaHHBIX
8 | apiVersion vl MOICUCTEMbBI HH(POPMAITHOHHOM
0€3011acHOCTH
9 | kind PersistentVolume
10 | metadata
11 [ name keycloak
12 | spec
13 [ volumeMode Filesystem
14 | persistentVolumeReclaimPolicy Retain
15 | capacity
16 storage 1Gi
17 | accessModes
18 - ReadWriteMany
19 [ claimRef
20 name keycloak
21 namespace security
22 | csi
23 driver rook-ceph.cephfs.csi.ceph.com
24 nodeStageSecretRef
25 name rook-csi-cephfs-static-provisioner
26 namespace rook-ceph

27

volumeAttributes
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
28 clusterIlD rook-ceph
29 fsName vdnh-fs
30 staticVolume "true”
31 rootPath /vdnh-share/security/keycloak
32 volumeHandle keycloak
33
34 | -
35
36 | apiVersion vl
37 | kind PersistentVolumeClaim
38 | metadata
39 | name keycloak
40 | namespace security
41 | spec
42 | storageClassName
43 | accessModes
44 - ReadWriteMany
45| resources
46 requests
47 storage 1Gi
48 | volumeName keycloak

cephfs-tools.yml

Hacrpoiika BHENIHEr0 10CTyIA K

1 | apiVersion networking.k8s.io/v1 .
(halII00BOMYy MEHEIKEPY
2 | kind Ingress
3 | metadata
4| name file-browser
5| namespace rook-ceph
6 | annotations
7 nginx.ingress.kubernetes.io/force-ssl-redirect "true”
8 nginx.ingress.kubernetes.io/use-regex "true"
9 nginx.ingress.kubernetes.io/proxy-body-size 59
10 nginx.ingress.kubernetes.io/configuration-snippet |
1 rewrite ~/(.*)/oauth2/callback(.*)$ /oauth2/callback$2
break;
12 | spec
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
13| ingressClassName nginx
14| rules
15 - host devops.vdnh.ru
16 http
17 paths
18 - path [(file-browser)(/|$)(.*)
19 pathType Prefix
20 backend
21 service
22 name file-browser
23 port
24 number 8080
25
26 | ---
27
28 | kind Service HaCTp(V)ﬁKa BHYTPEHHETO JOCTYyIa
JUtst (paii;IoBOrO MEeHeKepa
29 | apiVersion vl
30 | metadata
31| name file-browser
32 | namespace rook-ceph
33 | spec
34 | selector
35 app file-browser
36 [ ports
37 - name http
38 port 8080
39
40 | ---
41
42 | kind Service Hactpoiika BHyTpeHHEro 10CTyna
qutst sftp-cepsepa
43 | apiVersion vl
44 | metadata
45 | name sftp-server
46 | namespace rook-ceph
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
47 | spec
48 | selector
49 app sftp-server
50 | ports
51 - name sftp
52 port 2222
53 targetPort 22
54 | externallPs
55 -10.0.140.103
56
57 | ---
58
59 | apiVersion vl Kondurypanus daitoBoro
MEHEeKepa
60 | kind ConfigMap
61 | metadata
62 | name filebrowser-config
63 | namespace rook-ceph
64 | data
65 [ filebrowser.json |
66 {
67 "port" 80
68 "baseURL" "[file-browser",
69 "address" "127.0.0.1",
70 "log" "stdout",
71 "database" "/db/database.db",
72 "root" "/srv"
73 }
74
75 | ---
76
77 | apiVersion apps/ivl qi;%ﬁf;%"gf’;x”“;aﬂm
pa
78 | kind Deployment
79 | metadata
80 | name file-browser
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
81 | namespace rook-ceph
82 | labels
83 app file-browser
84 | spec
85 | replicas 1
86 | selector
87 matchLabels
38 app file-browser
89 | strategy
90 type Recreate
91 | template
92 metadata
93 labels
94 app file-browser
95 spec
96 containers
97 - name file-browser
98 image filebrowser/filebrowser:v2.17.2
99 imagePullPolicy IfNotPresent
100 args
101 - --noauth
102 ports
103 - containerPort 80
104 volumeMounts
105 - name filebrowser-config
106 mountPath /.filebrowser.json
107 subPath filebrowser.json
108 - name filebrowser-db
109 mountPath /db
110 - name filebrowser-cephfs
111 mountPath /srv
112 - name file-browser-oauth2-proxy
113 image guay.io/oauth2-proxy/oauth2-proxy:v7.1.3
114 imagePullPolicy IfNotPresent
115 ports
116 - containerPort 8080
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
117 name http
118 protocol TCP
119 args
120 - --http-address=0.0.0.0 8080
121 - --upstream=http //127.0.0.1:80
. _ //devops.vdnh.ruffile-
122 - —-redirect-url=https browser/oauth2/callback
123 - --skip-provider-button=true
124 - --provider=oidc
125 - --client-id=file-browser
196 - --client-secret=0c772b9d-74d3-45d3-8ca2-
d3al6370f822
127 - --oidc-issuer-url=https /lopenid.vdnh.ru/auth/realms/vdnh
128 - --scope=openid profile email roles
129 - --email-domain=*
130 - --cookie-secure=false
131 - --cookie-secret=x-1vrrMhC-8861Tuz8ySNw==
132 - --reverse-proxy=true
133 volumes
134 - name filebrowser-config
135 configMap
136 name filebrowser-config
137 - name filebrowser-db
138 persistentVolumeClaim
139 claimName filebrowser-db
140 - name filebrowser-cephfs
141 persistentVolumeClaim
142 claimName filebrowser-cephfs
143
144 | ---
145
. HacTtpoiika napameTpoB
146 | kind Secret KOHq)I/I:JIeHuHaﬂI;HocTTII)/I Rook Ceph
147 | apiVersion vl
148 | metadata
149 | name sftp-server-ssh-keys
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

150

namespace

rook-ceph

151

data

152

ssh_host_ed25519 key

LSOtLS1ICRUAJTiBPUEVOULNIIFBSSVZ
BVEUQSOVZLSOtLSOKYjNCbGJuTnphQzF
yWIhrdGRgRUFBQUFBQkc1dmJtVUFBQ
UFFYmO05dVpRQUFBQUFBQUFBQKFBQ
UFNdOFBQUFOemMyZ3RaVwpReU5UV X
hPUUFBQUNDS1RPNzhrN2FzNjBEc0d1S
YOVWThVV215NTFXWWpwSGI5citEWVN
0enU3d0FBQUpodmI3ei9iMis4Ci93QUFBQ
XR6YzIndFpXUXIOVFVAT1FBQUFDQOt
UTzc4azdhczYWRHNHdAUsvb1k4VVdteTU
xV1lqcEhpeXIrRFITaHpIN3cKQUFBRUJO
U1BpVFp3b251b25xbzdqNmdDeERQSjQrd
1pNSUpwdjhMaC9QSEJVanlZcE03dnlUdH
F6cIFPd2EOcitoanhSY QpiTG5WWmIPa2V
MS3YOTmhLSE83dkFBQUFGWEP2YjNSQ
WEYVjVZMnh2WVdzdGJXRnpkR1Z5TVE
9PQotLSO0tLUVORCBPUEVOUILNIIFBSSV
ZBVEUQSOVZLS0tLSOK

153

ssh_host_ed25519 key.pub

c3NoLWVkMjU1MTkgQUFBQUMzTnphQ
ZFSWKRIMUSURTVBQUFBSUIWTTd2eV
ROcXpyUU93YTRyK2hgeFJhYkxuVIppT2tl
TEt2NE50SO0hPN3Ygcm9OvdEBrZXljbG9hay
1tYXNOZXIxCg==

154

ssh_host_rsa_key

LSOtLS1CRUAJTiBSUOEgUFJJVKFURSBL
RVktLSOtLQpNSUIKSOFJQkFBSONBZOVB
bGFANSINWKNWYVpwV2NaYiswOUZEd
zhEQ29tOVJINNkkvaHI5eE5aNTIPM1dZc3l
JCIc1leHFSUIZWYytOOG1rMKFKOXFIUV

RURHFtN1h5R2hGM1g0TXJPNUEXZis1INn
VKNKEVSGVPNDc5all1T2lyRm4KVCs4V

UJSTTN1SU85ZWI1XRnFPVOXiL3ZLVmpiZ
G5VK2dsaOlwUWF5NFZidUZkekhSRTIWc
GVXbU1LTkIVWWV5TwpzYnBDRIcrYnJ

BUEXxqSXZSYVIOUmcrVUtTMk1wUWFUa
1V5aWNVVVZUcEtvakdzOTAyLzJTNnpm
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

RmdKT2hJRTAYCIFzbDJvd09XROIIVWYyY
NUdydzAVMGNROGZJSDZFckIEcGZ40E
xBS1IGTWZOZEFZZVIBQUU3ZWRRY Ug
YNGJgeTIKYUEZRE9pYY9WQVIXRjQXRU
5SZHFkV1JLNzBgMkUwMUIzZRUF1SXQ3
S2x1Q25CU3JQRDIycOhIMVhoUmx4b0xjc
ApPSXhmMStvV2hpOGpLZnhSV016VnNh
WnRYeGMrN2JIMNGVKbTNIJMG1CTFpC
NDZmalQzTUZIUDNQcnJyek5qK2JpCnpo
ci9QSVZqUVF3bINvYOM2dFZ4QURKV1F
uVnhLUUNvVUI9iSIpGTnIGSzZBcmRtdzN4
dFIhNOtIb2ZaT3RiIUHMKYnNURJELNHhy
SEpZc285ZG50L2EyRHNMYWcrSCsO0KOI2
eGxBdEZ4V25VZUNzbURTdUXEUnppdGx
gVXJpdVZVNQpxVy8wb2hSdFIpNkxSY04
reWhPSDNuR2pLVVNBMGIHM2s4U2xEQ
1EzeWN5UUd1dmFBNi9XRWFzZWGMwbG
tpeFgwClpvTWNwYDIaNXF4d0J6QIh3b2R
LYkdUV3BEVGIBbTJqV0tMb3ZBQU5VU]
NycUxMNmM9oRHptVXJInb05jQO0F3RUEKQ
VFLQOFNQIFaR2pOVmMF3UmMx5V2srNzh5
RjI6Ty90QXIXOUS5XWHQWRUtHUDVCLzZ
VQaVdRS2d6TOdpVmduTFIOTwpBTIZQa
CtORjISM2xpTOpJNitwcEVXRGRYRFB3d
XJRR2ZhbmR1TEd5NXJub0IhQ2NXTGVX
YWFUMUXxFUUVOYINMCKhIK3JEZ1ltdH
N5VFpKbkVmd20vMGIJK011RTREazZnZ
GUxMUhVUGAORK51lekdKbEZhaO5RK050
SU84WDFtKzIKRC8vSHIOMjg2VktkRm12
VOhEZnZzMktVTEE3eU5CdCtLWWHhiZ1N
5U2NQdjE3V25INNnV5emplVmtNQIBSOFQ
0dwpUREKwWbEFYUIJudU43eXBSOGZwaE
NrNmRYQ1ZSK202M2dxNGU4SjVtRC95
VjBCWEhXaWV5eGxkdIFsMG5JaWV6Cn
NUL3drSWNmUVNtRVRrovznvVW56Q2I
MTjBGczJIMDNDW;FIS0JgMDIERkpWcU
RIMKIzKO9FQjNnbHBhSDZISWgKVXZmd
3ZaNEh5¢c3NjZUIxK3NobnhtVkdgekRzYm
hXQWdVaGU3YURrSKhEMTBVa0U5V1N
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

WYTJ4YUU1V2F4SStolLwplZHd5aWcO0L2
I20GNRN11lybURqV04WwRKMwWNGg4VUFy
c1INCazFibmJpdmZBMO0Zpa2ViY0ZadIBtUI
YrRXdXMENZCKNDUE9SaEx6VHdXbnZ
ZNWkzaTk3RW1zMVJhQ2IpRk1uSzNOSm
SWUFRJFSVZOU3ZURTF6dHIJYIA2NGFN
VXIWMTIKdnhXMVhLQ1YWOEIKYnVjV
mdGeEFKkVHphdzlVSUVQaE9jd0hYNUKOd
JFXTFhzMWxXGSWU2VG05ZnFECVRgNU
YwTgpZM05wbW9FU1ROK3ZMTOxQUKkt
udU55bVNCaFUydUkzanFYdEhsSWZuK1
Y4RFpod0dZUUtDQVFFQXhKdOkrYnVX
CnBGOHJpS1QwZ3hWUWUzalYVvRONOcI
plVV2xONU55eXZ0aXFNUThzWIFNYjdxW
UxPQId2R293eCt60XdtN1BRaUcKallvwWX
U4RDVAMNEXQWpxTGJaMnFpNXp5Sldx
VmpkeERUeGMvdEdhcCOIWUIIK2x2YjZk
SjhrdE9tdjh5bHBTNQpP4SEVIRVRVZU5FM
zJRUOQyaytraDVSYW1vL2XxWdXBQRXEz
VWS5PbFkxUnV5REI1VXJ6YjZqd0dpSnllZ
3dpOFpXCKYXNHFUUOcwTGkxZDInc2ljN
GdzeXU1TWNWhb250cDZPc1puNOk1ZEnhl
NnlleWhnMXdub2Mwc2pZUkxZamVJRUo
KTIBuUjhXdXFOa0ppYnlIFVGpwMEXXR
WFENQXIOdGFZME1VK3BzTzY5M2lgaEh
mNnpPZHV6dVdDVEp4ZzRURINXMwpu
MGNpRDJCaUxOUzRFUUtDQVFFQXd1T
GNuall3MVFKkL2xLZ1V2RVdUMjV1VUJO
NIU2eHU1dTdKQ1NhVUQzZmhrClZ1dzFI
RTJ1lamVwcGF4dWpONENRaUQvY mpzW
nU1VHppTncrUTVVaVINNVY3bStKeGty
Qk10ZS9CcG14alFRTKYKVGdAKRzZIcnZ
HQVFVOEExZ2M5NXdpU214a0ZKdE95V
FNpZHBObDNLTWt6SWcyYzhjUVBOUH
NYNOhQMXY3MK53SApVTDRIRUtTQ2w
rZk9iVVIDMFdxTDRzbW5xSDhgMFJsajky
SUNzMTNYN2IVUMM1dTgOTmxKRUtYN
GZO0UOxsNkxGCIF5Y3BTcWZKVKE0ZXc4
ZkpOekc0ajJsVnFXTFhIQWRXNUxodnQzR
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

UhZQUhmUXNIRIc4SkiwdFRGYVBXeEZ
Qa3EKMGhNR2dIeEO5WnJEdMFPAUNjRX
Z1djJ2Skd4ejhLaWNBTnJzalNOeVp3SONB
UUFtRGAHY XZObHFsVIVxektyYgpHR3d
NaWIKY1NDQUVJcHd1TIhjZIJUQmtMaT
Nnbjh2ejVQMGVuUSUFFSjFRLytFbnd1ZjB
VMGIxaENNTENG6SIpNCkovWKRLU3ZGb
XNmzZzRBN3FIUMZiYmOvRXhgNDVYOG
0xS085b2JBMTZzZ21aRVVSMHN;jSOW3T
nVNRDB6L2pwMDgKQ0g4S21pTy8rMWJ
WTFpveGtOZ3NGZC95UStuRTI5eINEbO5L
RzNCdOVWOUdwYI1ZOMUZoWkpabVNTDb
EtydlVOUAoWTTRvQ24ydm1RTDZnR2Ro
WIU3Y2hSSWZ0Q3RjOXpJSjiSh3JYclpC
RHp1IMi90TUjYTIJWNOdmb3poWDV3W
mIMCmIZmZCS3J4WnFWRWVO0c3N5THI
uZW5xUIg0VjFoQUFDUytSaTdRTEZIQINt
RVBEUKdmMWK9Y c09NMjhyVzZSUDMKa
zNEUKFvSUJBQO000Wks2akZJZ3Jacjh50F
N4bFZxZGxvb2FPdzFNSOc3TDBNRTZtNS
tBQNVBQO500HhLSGJYQQpHM1VgOVo
2QU9aNmM1DOFBOMEXUVkgvemJiMUJBb
21FUUx0cXBQZVZIdjB1bFhOWDYyTk4z
QjlObFIMTIY1RWZ1CjFPbmRRUVV2dWg
3UHppdEsranFxR1BLWTZ4MW5za2dYM
HIBSjhnMDY2N2drT1ZZYUJaWFhgzZXJsc0
haOWhLeDMKVkRNalovYjR6bmNhQXBi
TKEYZ1NzcUpPcORaQ1MzZmFjeUQxa0Zr
Q2E5WDZhTUpgSHIjMFgzblhaYnl4UDhK
VgpHdkkrOVJHS2hOUKkVNUNM1ZXE2eU
ZONFpCdmVjRWIwa0dYazBlYOhMaHpwS
FVIWDZVUnA5UFdQaDFGYytvWm54CnN
sSWmZjbUNJIN1Q4b2tiSi9keVNURKQ2RFV
pVGZ0eGtDZ2dFQKFKTVFEN3FXMGh50
UszLzMxSnN4AMXNSRXdhYjgKYW54Wm
hiSUF6UUJ3M3oxUmFsald1S2dDMTh4Rn
Q4MVh4aklyYW40WX02WGFZUOQvL zc3
VUNG6WELtQdis4QjRadgpEbVpjNIVZcDhY
MIQWVzVHQVM3TzEyVyt0Y mEvdjdPVD
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

ZXeEhaZnYxWjzZDOTJ1SnVHVIVaWHcxS
md1TOR2UFRkCIh1WUcyUXM4b0VsbhDF
WaEISNFNPcWdpSDRBCFNNRmM85MOY xa
X02VDEVTkIQVG5SS0s5a1dxS3R2YjdJTH
QOOTYKRGxvcndMeERwaGQ5NjZoOUQ5
YnZwSO0VVVW1KZG82ZHIQNUVEUmMly
ODM2NStWR1JTRzRVd0dGUkdMZzBzeH
JPLwpaZXMxSkpsekFJUEpGd3pOREYZzS0
VBSjILM2hZa2NSem9xY 08xQXEOUMJIZW
mM9ONmMhleHM3ci91MndiODOKLSOtLS1FT
kQgUINBIFBSSVZBVEUgSOVZLSO0tLSOK

155

ssh_host_rsa_key.pub

c3NoLXJzYSBBQUFBQjNOemFDMXIjMk
VBQUFBREFRQUJBQUFDQVFDVnJIbjh4
a0pWcG1sWnhsdjdUMFVQRHANS2IiMUV
6b20rSEXMRTFubjA3ZFppekloYm5HCEZG
VIZ6NDN5YVRZQjMycDVCT2NPcWJ0Zk
IhRVhkZmd5czdrRFYVN25xXxNG5vRDhKND
dqdjJOSGs1dIIXZFA3eFFHVXpINGc3MTZ
hb1dvNVI0dis4cFdOdDJkVDZDV1FpbEJy

TGhWITRWMO1kRVQxV2w1lYVI3bzBGU
mg3STZ4dWtJVmILdXNBOHVNaTIGcEho
ROQ1UXBMWXIsQnBPUIRLSnhSUIZPa3F
pTWF6M1RiL1pMck44VOFrNkVnVFRaQ3l
YYWpBNVIZSGXSL2JrY XZEVC9SeER40
Gdmb1NzZ09sL0h3cOFwZ1V40DEwWQmgl
ZOFBVHQ1MUJvZmJodVBMWmMOEY002S
nora0Jpb1hgVVEXRjJwMVpFcnZTUFIUVF
Vpd1FDNGKkzc3FVYO0tjRktzOFBiY XdkN1Z
IRkdYR2d0eWs0akYvWDZoYUdMeU1wL

0ZGWXpOV3hwbTFmRno3dHN2aDRtYm

NqU1IFdGtlanArTIBjd1VjL2MrdXV2TTJQ
NXVMT0d20DhoVO5CRENKS2h3THEXW

EVBTjFaQ2RYRXBBS2hIOXNsalUyclVy
bONOMmJEZkcxaHJzcDZoOWs2MXMreH

VATVhYbmpHc2NsaXlgMTJIMzlywu93d

HFENGY3ajRpL0dVQzBYRmMFkUjRLeVIO
SzRzTKhPSzJXTIN1SzZVWVG1wYi9TauZ

HMWIMb3RGdzM3S0U0ZmVjYU1wUKIE
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HNms napamerpa

3HadyeHHe MapamMeTpa

Onucanue rpynnsl NapaMeTpoB

UO0liZVR4S1VNSKRmSnpKQWE20W9Ecit
vUNF4ZHpTV1INMRmMZSbhWd4eWxQMWS5t
ckhBSE1GZkNoMHBzWk5ha05PSUNIY U5
Zb3VpOEFBMmMhIZXVvc3ZxaUVQT1pTd
UNNMXc9PSByb290QGtleWNsb2FrLW1hc
3RIcjEK

156

157 | ---

158

159 | apiVersion vl

160 | kind Secret

161 [ metadata

162 | name sftp-server-users
163 [ namespace rook-ceph
164 | type Opaque

165 | data

166 | users.conf dmRuaDoxcTBwMnc5bzoxMDAXOJEWMA
167

168 | ---

169

170 | apiVersion apps/vl

171 | kind Deployment
172 | metadata

173 | name sftp-server
174 [ namespace rook-ceph
175 | labels

176 app sftp-server
177 | spec

178 | replicas 1

179 | selector

180 matchLabels

181 app sftp-server
182 | template

183 metadata
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
184 labels
185 app sftp-server
186 spec
187 containers
188 - name sftp-server
189 image atmoz/sftp:debian
190 imagePullPolicy IfNotPresent
191 command
192 - sh
193 --C
194 - ""cp /etc/sshiext-keys/* [etc/ssh && \
195 /entrypoint"
196 ports
197 - containerPort 22
198 name sftp
199 volumeMounts
200 - name sftp-cephfs
201 mountPath /home/vdnh
202 - name sftp-ssh-keys
203 mountPath [etc/sshiext-keys
204 - name sftp-users
205 mountPath [etc/sftp/users.conf
206 subPath users.conf
207 volumes
208 - name sftp-cephfs
209 persistentVolumeClaim
210 claimName sftp-cephfs
211 - name sftp-ssh-keys
212 secret
213 secretName sftp-server-ssh-keys
214 - name sftp-users
215 secret
216 secretName sftp-server-users

cephfs-tools-pvec.yml

1

apiVersion

vl

Hacrpoiika xpanunuina JaHHBIX
Cephfs
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
2 | kind PersistentVVolume
3 | metadata
4 [ name filebrowser-cephfs
5 | spec
6 | accessModes
7 - ReadWriteMany
8 | capacity
9 storage 50Gi
10| csi
11 driver rook-ceph.cephfs.csi.ceph.com
12 nodeStageSecretRef
13 name rook-csi-cephfs-static-provisioner
14 namespace rook-ceph
15 volumeAttributes
16 clusterID rook-ceph
17 fsName vdnh-fs
18 staticVolume "true”
19 rootPath /vdnh-share
20 volumeHandle filebrowser-cephfs
21 | persistentVolumeReclaimPolicy Retain
22 | volumeMode Filesystem
23 | claimRef
24 name filebrowser-cephfs
25 namespace rook-ceph
26
27 | ---
28
29 | apiVersion vl
30 | kind PersistentVVolumeClaim
31 | metadata
32 | name filebrowser-cephfs
33 | namespace rook-ceph
34 | spec
35 | accessModes
36 - ReadWriteMany
37 | resources
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB
38 requests
39 storage 50Gi
40 | storageClassName
41 | volumeMode Filesystem
42 | volumeName filebrowser-cephfs
43
44 | ---
45
46 | apiVersion vl
47 | kind PersistentVolume
48 | metadata
49 | name sftp-cephfs
50 | spec
51 | accessModes
52 - ReadWriteMany
53 | capacity
54 storage 50Gi
55| csi
56 driver rook-ceph.cephfs.csi.ceph.com
57 nodeStageSecretRef
58 name rook-csi-cephfs-static-provisioner
59 namespace rook-ceph
60 volumeAttributes
61 clusterID rook-ceph
62 fsName vdnh-fs
63 staticVolume "true”
64 rootPath /vdnh-share
65 volumeHandle sftp-cephfs
66 | persistentVolumeReclaimPolicy Retain
67 | volumeMode Filesystem
68 | claimRef
69 name sftp-cephfs
70 namespace rook-ceph
71
72 | ---

73
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No HNms napamerpa 3HadyeHHe MapamMeTpa Onucanue rpyninsl napaMeTpoB

74 | apiVersion vl
75 | kind PersistentVolumeClaim
76 | metadata
77 | name sftp-cephfs
78 | namespace rook-ceph
79 | spec
80 | accessModes
81 - ReadWriteMany
82 | resources
83 requests
84 storage 50Gi
85 | storageClassName
86 | volumeMode Filesystem
87 | volumeName sftp-cephfs
88
89 | ---
90
91 | apiVersion vl
92 | kind PersistentVolumeClaim
93 | metadata
94 | name filebrowser-db
95 | namespace rook-ceph
96 | spec
97 | accessModes
98 - ReadWriteOnce
99 | resources

100 requests

101 storage 300M

102 [ storageClassName vdnh-cluster
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6 WHdopmauus, Heobxoanumasa Ansa aKkcnsyataumm

DkcruryaTanust nporpamMmel  «Peraspera ESB» ocyiuecTBiasercss agMHHUCTPATOPOM € HCIIOIb30BaHHEM
POrPaMMHBIX IPOIYKTOB, IPEICTaBICHHBIX B HIDKETIPUBEICHHOM TabIuIe
(Tabmuna 5).

Ta6auua 5 — IepedeHb NPOAYKTOB Jisi KOHPUTYPHPOBAHUSI H MOHMUTOPHHIA KOMIIOHEHT

nporpammsbl «Peraspera ESB»

Ne IIpoaykr Hasnayenue
1 CMAK(Cluster Manager | Yupasnenue kiaacrepamu kafka:
for Apache Kafka)

-  MOHHUTOPHHI COCTOAHUA KIaCTCpa,
- CO31aHHC, KOH(bI/IprI/IpOBaHI/Ie U YAAJIICHUC TCM;

- KOH(bHprI/IpOBaHI/IC " YIIPpaBJICHUC pa3aciiaMu TEM

2 Kafka Ul Ympasnenue u MmonutopuHr Peraspera ESB

Kubernetes Dashboard Kondurypuposanue u ynpasienue Kubernetes:

- pa3BOpauyMBaHUE KOHTECHHEPU3MPOBAHHBIX NPUIIOKECHUN B
knacrepe Kubernetes;

- KOH(i)I/IprI/IpOBaHI/Ie CIICIUAJIN3UPOBAHHBIX pecypcoB
Kubernetes (Deployments, Pods, Replica Sets u ap.)

- MOHHTOPHHI BBITTOJHATOIIHUXCS HpHJ’IO)KCHPIﬁ;

- MOHHUTOPHUHI U YIPABJICHUC PECCYpCAMU KIIACTEpa

4 Keycloak VYnpasieHue noacucteMoit HHGOpMaMOHHONW 6€30MaCHOCTH
- CO3/aHue U KOHQUTypHUPOBAHUE POJIEH;

- co3JlaHue ¥ KOH(UTypupOBaHUE MOJIb30BaTENEH;

- YIpaBJICHHUEC NJOCTYIIOM IMOJIb30BaTelIeH K IMPUITOKCHUAM.




